Welcome to ...

E-Safety Training

Luke Brent-Savage
Education Child Protection Ltd.

“When we change how
we cOmmunicate,

we change society”

R Please turn off your mobile phone - or (Clay Shirky)
<, if necessary - use the ‘silent’ mode.
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CEOP receives on average 50 reports a day




What happens when a
ClickCEOP report is sent?

CEOP is a law Often voluntary
enforcement Child empowered to ag}encies get
agency — make a ‘police involved
reporting is statement’ — but afterwards to

like reporting never pressured to work with
to police children moving

‘ forward

MEPFONT
ADLSE

Th_ere are education programs for all 2 Child Exploitation Online Protection Centre (CEOP
primary and secondary year groups, S
including age-appropriate films to show the children.

Youngster’s
favourite

sites...
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‘Animal Magic’ ‘Jigsaw’ ‘Exposed’
2-8 yr olds 8-11yrolds | 11-18 yr olds

UK average age - first mobile phone : 9 years 5 =3 E e "@ s

81% of UK’s teenagers own a smartphone
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BBM

Blackberry's BBM is
an instant messaging
app. You have you
own 4 digit PIN and
other people can
only add you using
this number.

Oovoo is a video chat
app. It lets you make
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Breck Bednar murder: Lewis Daynes
sentenced to life in prison
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Kik

Kik is an instant
messaging app which
lets you share
messages, photos,
games and news, or

Chat (2)

Facebook Messenger
Is an app which allows
users to i

organise events.

video calls, voice
calls and send text
messages. You can
‘webcam up to 12
people at once.

Tango
Tango is an app
which allows you to

make voice calls and
video calls, and have

U

WhatsApp

‘WhatsApp is an

instant messaging

app, which lets you

send instant

messages, images

and videos to

friends.
Viber
Viber lets you text,
call, share photos
and send video
messages to people
worldwide.

group chats.

Hangouts

Google Hangouts is a
platform by Google
which includes
instant messaging,
video chat and SMS
features.

with their friends from
their Facebook account
or phonebook.

Education Child Protection Ltd.
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Wiper
Wiper is a free
messaging service.
Texting you can
erase from your
friends’ phones, plus
encrypted messages

i LINE

Line

Line lets you exchange
free instant messages
with friends whenever
and wherever with

4

and group
chats.




Video > Video
(Live Streaming)

. thatroulette

Social Networks
(Pictures)

E Social Networks



Ask.fm

Ask.fm is a social
networking site
where you can ask
other people
questions. It’s up to
you whether you
want to ask the
question
anonymously or not.

Anonymous

Whisper

Whisper is a social
network where you
can remain
anonymous, publish
text and receive
replies from other
people. It also allows
you to communicate
with others through

Secret

Secret is a social
networking app
where you can post
content or content.
anonymously.

Yik Yak

Yik Yak is an online
bulletin board. It
uses the GPS settings
on your mobile
phone or tablet to
find your location
and show you the
most recent posts
from other people
around you.

Tinder

Tinder is a dating
app, which has two
separate
communities - one
for adults (18+) and
one for young people
aged 13-17. You’re
shown other people’s
profile pictures and
you swipe left for
“‘no’ or right for
‘yes’.

meet
mee

MeetMe

MeetMe is a social
network and dating
site which allows
users to meet and
communicate with
other people
worldwide.

Snog

Snog is a teen dating
site that lets you
rate other people’s
profiles as snog,
marry or avoid. You

can also send private
messages.

MyLOL

MyLOL is a dating
site for teenagers
aged 13-20, but.
some users are up to
25 years old. Like an
adult dating site, you
can view other
people’s profiles and
search for others
based on their age,
gender and location.

private messages.

Calculator%
Calculator% hides
private photos and
videos behind a
calculator. Anyone
who starts this
application looks as
a calculator but if
you put in passcode
it will open up
private area.

Private Photo Vault
Private Photo Vault
locks your photos and
videos behind a pin.
Keeps your photos etc.
hidden from others.

Secret Folder App
Secret Folder App
helps you to protect
your photos and
videos in a secure
place with a very
discreet lock type.
No one can enter
‘except those who
know the passcode.

Secret Piano
Secret Piano hides
photos, videos,
passwords, notes,
audios, locations and
secret messages
behind a real piano.
The app will capture
photo and video of
intruders if they
attempt to access it.

Flattering a child

into talking in a private
chatroom/game where
they will be isolated

The child will often be
asked for a non-sexual
picture of themselves

Education Child Protection Lt




| Online grooming: The five stages

Gaining information

asking the child what problems
/needs they have to create the
illusion of being their

best friend and that they can help
They begin to fill the needs of the
child

nline grooming: The five stages

Building up a sense of
mutual love and trust
with the child

suggesting that they can
discuss “anything”

Online grooming: The five stages

Asking the child about

the location of their
computer/tablet and who
else has access to it

in order to assess the risk of

being detected. The desire is to
create situations where

they are alone together

to help reinforce a
special connection

Online grooming: The five stages

Engaging the child in
explicit conversations

& requesting sexually
explicit pictures from
them

At this stage the predator
will usually try to

arrange a meeting
with the child




So who are these

‘sexual predators’...?

We should try to avoid using the term
‘paedophile’ to mean

“all sexual predators of children”

Paedophile = attracted to pre-pubescent children

Hebephile = attracted to children aged 11 - 14 years

Infantophile = attracted to babies and infants

cyberbullying
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What are the risks for disabled youngsters
using the Internet?

Disabled youngsters may not recognise ri
and dangers of sharing information onlin

Educating disabled youngsters about
safety could be more complicated

The computer can be a great leveller —
allowing isolated youngsters to feel safe
and involved

-

N el

Disability isn’t visible but may become
apparent / or not

N

cyberbullying

Stay calm
Listen without judging

Tell them you can help
*raise them for talking to you

Xeep the evidence
Block the bullies

Ask them not to reply




Children who post or send indecent images of
themselves online are very easily

blackmailed / exploited - as young as eiht years old

40%

13-18 yr olds
admitted to

admitted to
seeing images

@ 13-18 yr olds
= A
of others

SEXTING

‘Kids ‘sext’ to.....show off, to entice someone, to show
interest in someone, or to prove commitment.’

By creating, sending or possessing indecent pictures of a
person under 18 you are breaking the law.

Snapchat Apps....
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sexting...

If school choose
to take an
incident to the
police, then
officers must
record the crime.

What is expected of schools...??

Always follow your own child
protection and safeguarding
procedures

Always put the welfare of the
young person first

Make sure that your policies,
practices and procedures have
been updated to reflect
how you will handle and prevent
incidents




So
what

happens

next...
??

Refer to Chidren's

Eocini Care
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Suicide advice
Tallulah Wilson

In a statement, her mother Sarah said...

"She was in the clutches of a toxic digital world...

where in the final few weeks we could no longer reach her"

of the importance of onllne hfe for young people

after deciding that the teenager had taken her own life.

"Tumblr is deeply committed to protecting our users’
freedom of expression, but we draw lines around a few
categories of content we consider damaging to our
community, including blogs that encourage self-harm.”




Language Children 3 -
Use Online.. :

o ‘Age, Sex, Location’

‘Parent over
Shoulder’ or ‘Mum

POS or
MOS

Py

over Shoulder’

‘In Real Life’ or
‘Let’s Meet in
Real Life’

Luke Brent-Savage
Education Child Protection Ltd.

Understand what children do online, and keep

yourself Up to date with what the latest
websites / games are that children use.

The children | work with have agreed to tell me if they
are worried about something online - | know where
to get help if I’'m concerned about children.

Protect yourself! Privacy settings / social
networking friends / Google yourself!

Education Child Protection Ltd.
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