Activity – phishing emails
Examine the 10 emails at https://www.sonicwall.com/phishing/ and decide whether they are legitimate or a phishing attack.  How well did you do?  When you have finished, click on the “Why” links for an explanation of each email.  

Analyse the email below for evidence of phishing:
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From: University Help Desk [mailtomnoreplv@its.edu]
Sent: Thursday, May 27, 2010 4:55 PM

Subject: Exror Code #984455N_

Importance: High

Attention: Staff/Student,

We are currently carrying out scheduled maintenance, upgrade of our
webmail service and we are changing our mailhost server s a result your

original password will be reset. We are sorry for any inconvenience

caused To complete and validate your University Webmail Account upgrade,

‘you must reply to this email immediately and provide the information

requested below:

P
CCONFIRM YOUR EMAIL IDENTITY NOW

University Email Address:
Login ID/ Usemame:
Email Password:
Re-type Password : .

Failure to do this will immediately render your Email Address deactivated
from the University Email database. Reply to:
(helpdesk0] @mail2webmaster.com)

Thank you for being a part of the upgrading exercise.

Regards,
University Information Technology Centre.

PR ——

‘This E-mail is confidential and privileged. If you are not the intended
Recipient please accept our apologies; Please do not Disclose, Copy or
Distribute Information in this E-mail or take any action in Reliance on

its

contents: to o so is strictly prohibited and may be Unlawful. Please
inform us that this Message has gone astray before deleting it. Thank you
for your Co- operation. Copyright (c) 2010. All Rights are reserved.




